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Magicians and hackers have a lot In
common

A They like to wear
black

AThey 1i ke
people

A They have Secret
Knowledge










Magl cl anso Ar sena

A Actions
A Props
A People
A Basic Psychology
I Misdirection
A Advanced Psychological Technigques
A Example of the Magician-Hacker






Feint

A Pretend to do something, but in reality nothing
happens (the hand is empty)
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Hack:Purposeful delay,
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Bluff

AiFeinto but calling att:

A Pretending, when nothing really has happened
or will happen.
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Phish, Used in Social Engineering



Sleight

A ..is a Secret Action, combined with technique

A Sleights may require years of practice

A Sleights are less valuable if they are well known
A Sleights can be worth money

A Sleights are sold with an underground economy

Hack: Exploit, Buffer Overflow, ODay. Etc.



Temps or Timing

A Timing is used to improve deception
A Or make people forget

Hack: Planning ahead, low frequency port scan






Gimmick

A A secret device

A Performs some useful function which is
unexpected because it Is secret

Hack: Rootkit



Gaff

A A visible device with a secret function

Hack: Easter Egg, backdoor, hidden function



Fake (Feke)

A A simulation or emulation of a real device

Hack: Trojan Horse, Man-the-middle






Secret Accomplice, Stooge, Shill

A Someone who knowingly helps the attacker

A The victim does not know the insider is an
enemy

A The more trusted, the less they are suspected
AiThe Enemy of my Enemyo
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Unwitting accomplice

A Someone who unknowingly helps
I nPl ease forward this to ev
iIAl om trying to help one of
Visiting us todayeo

Hack: Social Engineering



The Pat sy,

A Innocent
A But takes the blame
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Naturalness 1 first principle of magic

A Often takes years to perfect some sleights

A Eailure to deceive occurs if unnatural

1. e. Email from your nfrie
A The more natural it is, the greater probability of it succeeding

Hack: Everywhere



And when natur al nes

A Minimize the unnaturalness as much as possible
I E.g. Reduce the number of log entries, alerts

I Make log entries look more natural
AR AAAAAAAAAAA A APPofediDirectoryd i
A English Shellcode

AHi de what you canot el |
I E.g. Oracle.com vs Orade.com vs. Oracle.com

Hack: replicate legitimate-mail, similar domain names
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And when you canot,
unnatural natural

A Contrived Justification
I Create a reason for the unnatural action
I Social Engineering

A Repetition
I Making the unnatural natural

I Make a script kiddy attack have the same log pattern
as your attack

Hack: Social engineering, port scans with secret attack






Misdirection

AA way to control attent:
anything unnatural



Focus their attention away from the
unnatural

A Stimulate Interest
T Attract attention
I Appeal to their interests

A Distract attention from the unnatural part
I nOMG! Check out what she |

Hack: Spanthumbnails w/flesh tones



Directed Misdirection

A Can be caused by an action, or be distracting by its
very nature.

A Can cause suspicion

A Attracts interest because of the topic
I Lady Gaga!/Beyonce!
I Justin Bieber!
I Free iPad!

A or uniqueness of the event
I Setting off a fire alarm
I Manipulating the HVAC
I Another attack



Discovered Misdirection

A Done ahead of time

A Undetermined when it happens. However, when
discovered, it commands attention.

Al'f you can control the |

Hack: Discovering a server is infected with a virus



Constrained Misdirection

AHacker controls the fvi

A Getting the victim to remotely access the system
that is secretly under control

Hack: Virtual Machine, Mam-the-middle
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ADVANCED PSYCHOLOGICAL




Encourage false conclusion

A Develop a false premise
I Provide evidence that the false premise is correct

A Create a false alarm

I Purposely create a condi t.
and then proves it was wrong. Repeat

I Causes alarms to be distrusted

Hack:DarkMarketSting, EICAR signature in real viru
Stuxnef



Use multiple methods

ASpectator thinks that b
used one ti1 me, C Oneverude:

A Allows multiple ways to accomplish the same
thing If one method will be detected

A Purposely reveal method to encourage false
conclusion

Hack: Multiple Odays in virus



The Switch

A Let them examine everything before and/or after

Hack: Switching modified programs, self destructior



Fake Revelation

AReveal an inferior dmet h:
AAn example will foll owé:



Summary

A By combining the toolkit and psychology of a
magician

A With the skills of a hacker

A Creates a new style of hacking

A The goal: undetectable hacking









